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NO.1 What contains a predefined set of instructions or processes that describes the management
policy, procedures, and written plan defining recovery of information systems?

A. BIA
B. BCP
C. RAS
D. DRP
Answer: B

NO.2 Your data center uses a diesel generator as backup for two different power grids provided by
your regional power company. During a period of unprecedented heat, you experience brown-outs
on both grids simultaneously. The diesel generator starts up but only runs for two minutes before it
also shuts down, leaving your entire data center down until grid power can be restored. Further
inspection reveals a clogged fuel filter.

Failing to schedule preventive service for the backup generator is a failure in which function?

A. Recover

B. Protect

C. Respond

D. Detect

Answer: D

NO.3 The CSIRT team is following the existing recovery plans on non-production systems in a PRE-
BREACH scenario. This action is being executed in which function?

A. Identify
B. Recover
C. Protect
D. Respond
Answer: C

NO.4 What must be done before returning a compromised laptop to normal operations in the
environment?

A. Eliminate the root cause of the compromise

B. Device cannot be returned to the environment

C. Re-image the device

D. Perform a virus scan

Answer: C

NO.5 A new employee is starting work at your company. When should they be informed of the
company's security policy?

A. Based on human resource policy

B. During regular security awareness sessions

C. Annual security policy review

D. After the first security infraction

Answer: B
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NO.6 Match the security event to its description.
Event Description

Non-authorized person with access to places where
they should not have, or having access to systems

and resources not designated to them

Generated by behaviors from users, employees,
contributors, or vendors who violate company policies

Service or workload is overwhelmed, or has no
available resources to perform its task

When a user downloads a message with malicious
links, images, attachments, or scripts

Generated by brute force attacks to compromise,
degrade, or destroy systems, networks, and services
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